DATA INCIDENT NOTIFICATION

What Happened

At Central Ozarks Medical Center (“COMC”), we value and respect the privacy of your information. We are writing
to inform you that COMC was subject to a criminal cyberattack that impacted our systems. With assistance from third-
party experts, we took prompt steps to secure our systems and investigate the nature and scope of the Incident. As part
of our extensive investigation, we worked diligently to identify any protected health information (“PHI”) and
personally identifiable information (“PII”’) that may have been subject to unauthorized access or acquisition as a result
of the Incident. On or about November 10, 2025, we determined that the Incident may have impacted PHI or PII
related to you. We take this matter very seriously and sincerely apologize for any concern or inconvenience it may
cause you.

What Information Was Involved

The Incident may have impacted the following categories of PHI or PII related to the affected individuals: name, date
of birth, social security number, financial account information, medical treatment information, and/or health insurance
information.

What We Are Doing

Out of an abundance of caution, we are providing this notice so that all potentially affected individuals can take steps
to minimize the risk that their information will be misused. As an added precaution, we have arranged for IDX to
provide at least 12 months of free credit monitoring and related services to potentially affected individuals. To find
out whether you were among those whose information was potentially affected, please contact 1-833-816-6531,
Monday through Friday 9:00AM - 9:00PM Eastern Time.

We treat all sensitive information in a confidential manner and are proactive in the careful handling of such
information. Since the Incident, we have implemented a series of cybersecurity enhancements and will soon roll out

others.

What You Can Do

In addition to enrolling in the free credit monitoring and related services mentioned above, we recommend that you
remain vigilant and take the following steps to protect your identity, credit, and personal information:

Avoiding Medical ID Theft. The following practices can provide additional safeguards to protect against medical
identity theft.
e Regularly check the accounts you use regularly to pay for health-related expenses, including bank
accounts, health savings accounts, and credit card accounts.
e  Only share your health insurance cards with your health care providers and other family members who
are covered under your insurance plan or who help you with your medical care.
e Review your “explanation of benefits statement” which you receive from your health insurance
company. Follow up with your insurance company or care provider for any items you do not recognize.
If necessary, contact the care provider on the explanation of benefits statement and ask for copies of
medical records to current date.
e Ask your insurance company for a current year-to-date report of all services paid for you as a beneficiary.
Follow up with your insurance company or the care provider for any items you do not recognize.

Review Personal Account Statements and Credit Reports. We recommend that you remain vigilant by
reviewing personal account statements and monitoring credit reports to detect any errors or unauthorized activity.
Under federal law, you also are entitled every 12 months to one free copy of your credit report from each of the
three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com
or call 877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three
credit bureaus every four months. If you discover any suspicious items, you should report any incorrect


http://www.annualcreditreport.com/

information on your report to the credit reporting agency. The names and contact information for the credit
reporting agencies are:

Equifax Experian TransUnion
1-888-298-0045 1-888-397-3742 1-800-680-7289
P.O. Box 105069 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
www.equifax.com WWW.experian.com WWW.transunion.com

Report Suspected Fraud. You have the right to file a police report if you ever experience identity fraud. Please
note that in order to file a crime report or incident report with law enforcement for identity theft, you will likely
need to provide some kind of proof that you have been a victim. A police report is often required to dispute
fraudulent items. You should report suspected incidents of identity theft to local law enforcement, your state's
Attorney General, and/or the Federal Trade Commission.

Place Fraud Alerts. A fraud alert tells businesses that check your credit that they should check with you before
opening a new account. When you place a fraud alert, it will last one year. Fraud alerts will still be free and
identity theft victims can still get an extended fraud alert for seven years. If you choose to place a fraud alert, we
recommend you do this after activating your credit monitoring. To place a fraud alert, contact the nationwide
credit reporting agencies by phone or online. For more information, visit
https://www.consumer.ftc.gov/articles/0275-place-fraud-alert.

Place a Security Freeze. Security freezes, also known as credit freezes, restrict access to your credit file, making
it harder for identity thieves to open new accounts in your name. You can freeze and unfreeze your credit file for
free. You also can get a free freeze for your children who are under 16. If you are someone's guardian, conservator,
or have a valid power of attorney, you can get a free freeze for that person, too. To place a security freeze, contact
the nationwide credit reporting agencies by phone or online. If you request a freeze online or by phone, the agency
must place the freeze within one business day. If you request a lift of the freeze, the agency must lift it within one
hour. If you make your request by mail, the agency must place or lift the freeze within three business days after
it gets your request. You also can lift the freeze temporarily without a fee. Also, do not confuse freezes with locks.
They work in a similar way, but locks may have monthly fees. If you want a free freeze guaranteed by federal
law, then opt for a freeze, not a lock. For more information, visit https://www.consumer.ftc.gov/articles/0497-
credit-freeze-fags.

Obtain additional information about the steps you can take to avoid identity theft from the following
entities:

o Al U.S. Residents: The Federal Trade Commission (“FTC”) offers consumer assistance and educational
materials relating to identity theft, privacy issues, and how to avoid identity theft. You may also obtain
information about fraud alerts and security freezes from the consumer reporting agencies, your state
Attorney General, and the FTC. If you detect any incident of identity theft or fraud, promptly report the
incident to your local law enforcement authorities, your state Attorney General, and/or the FTC. You
can learn more about how to protect yourself from becoming an identity theft victim (including how to
place a fraud alert or security freeze) by contacting the FTC at 1-877-IDTHEFT (1-877-438-4338) or
https://consumer.ftc.gov/features/identity-theft. The mailing address for the FTC is:

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580

o Jowa Residents: Office of the Attorney General of lowa, Consumer Protection Division, Hoover State
Office Building, 1305 East Walnut Street, Des Moines, IA 50319; www.iowaattorneygeneral.gov; 515-
281-5164.


http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
https://www.consumer.ftc.gov/articles/0275-place-fraud-alert.
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs.
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs.

e Maryland Residents: Maryland Attorney General, 200 St. Paul Place, 16th Floor, Baltimore, MD
21202; https://www.marylandattorneygeneral.gov; 1-410-528-8662 or 1-888-743-0023.

e New York Residents: Office of the New York Attorney General, The Capitol, Albany, NY 12224-0341;
https://ag.ny.gov; 1-800-771-7755.

e North Carolina Residents: North Carolina Attorney General, Consumer Protection Division, 9001 Mail
Service Center, Raleigh, NC 27699-9001; https://ncdoj.gov; toll-free at 877-566-7226 or 919-716-6000.

e Oregon Residents: Oregon Attorney General’s Office, Oregon Department of Justice, 1162 Court Street
NE, Salem, OR 97301-4096; www.doj.state.or.us; 877-877-9392.

For More Information

If you have questions or concerns, please call our dedicated call center at 1-833-816-6531, Monday through Friday
9:00AM - 9:00PM Eastern Time. We sincerely apologize for any concern or inconvenience this may have caused.



